JAC : A Journal Of Composition Theory

ISSN : 0731-6755

DISCOVERY OF RANKING FRAUD FOR MOBILE APPS
#1

K.ANUSHA, M.Tech Student, Department of CSE,

#2

Mrs. A.JYOTHIPRABHA, Assistant Professor, Department of CSE,

JYTOHISHMATHI INSTITUTE OF TECHNOLOGY & SCIENCE, KARIMANAGAR,TS.

ABSTRACT: Ranking fraud in the market for mobile apps refers to fraudulent or disappointing acts aimed at boosting apps into
the popularity list. Indeed, it gets more and more regular for App developers to utilise shady methods to commit ranking fraud,
such as boosting sales of their apps or publishing fake app ratings. Although the necessity of avoiding fraud rankings has been
generally acknowledged, there is insufficient understanding and research. To this purpose, we offer a holistic perspective of the
classification of fraud and propose a classification fraud detection system for mobile applications. In particular, we propose first to
find the ranking fraud correctly by reducing active times, meaning leading sessions, of mobile apps. Such leading sessions can be
used to discover a local abnormality rather than a worldwide app ranking anomaly. In addition, we study three kinds of evidence:
ranking based evidence, rating-based data and review-based evidence, using tests for statistical hypotheses to shape the ranking,
rating, and review conduct of the Apps. We also present an optimization-based aggregation method to combine all evidence for
the detection of fraud. Finally, we assess the suggested approach for a long time using real-world application data acquired from
the iOS App Store. We test the effectiveness of the proposed system in experiments and illustrate both the scalability of the
detection algorithm and the regularity of fraud rankings.
KEYWORDS:—Mobile Apps, ranking fraud detection, evidence aggregation, historical ranking records, rating and review.

1. INTRODUCTION
App Leader Board can be updated on a daily basis through
an app store that displays charts of the most popular apps,
and also encourages mobile apps to develop. In fact, the
leading app board is the most essential way of upgrading the
market for the promotion of mobile apps. An app should be
classified higher depending on how its development chart
increases and gradually can produce a number of downloads
and ultimately high sales in dollars. There were several
strategies to market App's promotional drive to acquire the
best place on App's leading boards, the legal white hat basis
for promoting their app to become known and more
downloads alternately. But there are also certain criminal
tactics that black hats are employed by corrupt App
developers in order to make their app renowned in a short
period of time. Usually, this strategy can be used to raise
App downloads, ratings and reviews with so-called internet
bots or "human water armies" in a relatively short period.
Some points are necessary to restrict fraud, as shown by two
constraints.
The first requirement is that an app can only be rated once
from a user login and the second is implemented using the
IP address, which restricts the number of user login loggers
per day. Finally, the approach presented will be assessed
using real-world App data which will be gathered from the
App Store for a long time termed historic records. The
leading event and leading session of an app are determined
in the present system from historical records collected. Two
primary measures are taken for leading mining sessions.
First, we need to find important occurrences from the
historical records of the App. Secondly, nearby leading
events must be combined to build leading sessions. Careful
observation demonstrates that mobile apps are not always in
the leading position.
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But only at some time termed the leading event, which
consists of various leading sessions, does fraud in the
leading part-session occur. Then three different sorts of
evidence are collected from the user judgement, namely
ranking, rating based evidence and evaluation based
evidence. As our project is based on evidence from
applications; rating based evidence can be utilised to
evaluate the application while it is downloaded or we can
assess it after its performance has been seen. It is the most
significant proof to evaluate the application. However, as
described above, there are several strategies by which fraud
might enhance the rating. Another evaluated evidence-based
strategy is the evaluation-based evidence; it is to find out
whether the application is a good or a terrible app to
download. In Review Based Evidence, most app stores
allow users to make a few textual remarks as app reviews, in
addition to ratings. So individuals may surely shoot
downloading this particular application by reading remarks
stated in the review section and also give their views about
it.
Due to the large number of apps, it is difficult to look for
fraud in the ranking for each app. It is therefore vital to have
a scalable technique to identify fraud at rankings without
any reference information. Here is the algorithm notion
employed in our project. In particular, this work provides a
simple and efficient technique to acknowledge the top
sessions of any mobile app based on its historical records.
Here we provide a statistical test in which the statistics show
the exact activity of the app to classify itself. If rank is kept
over time and graphic declines and so many fluctuations can
be noticed, then these applications should like to be checked
to put them in last position or to get them out of the play
store. Rating and review history also provides abnormal
patterns in apps that have previous ratings and reviews
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records. We also examine semantine data acquired here; in
this test for example, we use reviews to determine positive,
negative and neutral effects on these remarks and evaluate
the app to the mark.
In recent years, smartphone apps have grown at an
incredible rate. For example, the growth of apps in Apple's
app store and Google Play has grown by 1.6 million. Many
app stores have introduced daily App leading boards, which
shows the chart ranks of the most popular apps, to
encourage the development of mobile apps. Indeed, one of
the most essential strategies to promote mobile apps is the
App Leader board. A greater rank on the leadership board
generally leads to a large number of downloads and
revenues of millions of dollars.
App developers therefore tend to seek various strategies,
such as advertising campaigns, to encourage their apps to
rank their apps on the App leader's boards as high as
possible. However, as a recent trend, unethical App
developers use fraudulent ways to actively raise their apps
and finally influence the charts in an app store instead of
depending on standard marketing solutions. This is
frequently carried out by so-called 'bot farms' or 'human
water armies' to inflate downloads, ratings and reviews of
the application in a relatively short time[10]. There are
related studies such as web spam detection, online spam
scanning identification, and portable app suggestions, but
the issue of differentiating the wrong placing of mobile apps
has been addressed until now.
The challenge of ranking fraud detection for mobile apps is
still undetected. In this study, we are constructing a method
for placing the frame of misrepresentation discovery for
portable applications which is a model for identifying fraud
ranking in mobile applications. We must identify a number
of major challenges for this. First, fraud happens at any
point in the whole life cycle of the software, thus the exact
timing of fraud is required. Second, it's hard to manually
label the ranking of fraud for each application owing to the
large number of mobile apps, thus it's vital to automatically
detect fraud without utilising any basic details.
Mobile apps are not often ranked high on the leader board,
but are typically rated fraud at some leading tournaments.
The key objective is therefore to detect mobile app fraud in
leading sessions. First offers an effective method to find the
main sessions of each application based on its past rankings.
Then, using an investigation of the ranking behaviours of
Apps, the fraudulent apps are typically ranking differently
compared to normal apps in each leading session.
Some proof of fraud is thus indicated by Apps' previous
rankings. Then three functions are built to extract evidence
of such ranking fraud. Consequently, two more categories of
fraud evidence are proposed based on the rating and review
history of Apps which reveal anomalies in the historical
rating and review record of Apps. In addition, a nonsupervised evidence aggregation approach is created for the
evaluation of the credibility of leading mobile app sessions
in order to integrate all three types of data.
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2. LITERATURE SURVEY
Agarwal ET. al. [2] examines Twitter information sentiment
analysis. The authors experimented with three types of
models: the unigram model, a feature-based model and a
model based on the tree kernel. The unigram model was
considered as a basis. They tested two different models: tree
kernel and functional models and showed that each one
exceeds the base line of the unigram.
David F. Gleich et al. [3] conducted a Nuclear Standards
Rank Aggregation survey to ensure that the rank
aggregation process is tightly entwined with the construction
of skewed symmetric matrices. To give a substitute
approach for the classification of a collection. The core of
our idea is that a ranking aggregate describes a partially
refined symmetrical matrix.
Leif Azzopardi et al. [6] examined the connection between
language model confusion and IR accuracy. Recall
Measures the confusion of the language model involves a
systematic connection with the achieveable precision recall
performance, although it is not statistically important. A
latent variable unigram mainly lm based on IR is that latent
probabilistic semantic indexing is so-called (PLSI). N.
Jindal and B. Liu[7] awarded several policing activities
Review of the product Spammer cm is a treatment rating
comportment to find out about users who generate spam
reviews or check spammers. We tend to notice many typical
activities of spammers in review and so model similar
behaviours in spammers.
A.Ntoulas et al.[3] introduced a number of heuristic spam
detection algorithms. He researched several aspects of webbased content spam to find heuristic techniques. N. Zhou et
al. [5] researched the web ranking spam detection
unattended. Using a spamming strategy, he suggested
effective spam and spam detection online. Recently.
B. Spirin et al. [4] conducted a Web Spam Detection
Survey. This survey presents the principles and algorithms
in the literature in detail. Certainly the work of Web Spam
ranking is mostly based on the research of search engine
ranking principles, such as page rank and frequency of
query terms.
This is different from the fraud detection ranking for mobile
applications. The detection of fraud rankings for mobile
applications is still under investigation. We propose to
design a ranking fraud detection system for mobile
applications to address this critical shortcoming. We also
identify a number of major problems. The first problem is
that the ranking fraud does not always occur across an app's
entire life cycle, thus we need to detect the moment fraud
begins. The issue is to detect the local abnormality rather
than the worldwide mobile app anomaly. Second challenge:
a scalable technique is necessary to detect fraud rankings
without any basic information, given that a large number of
mobile apps are available and it is very difficult to manually
label fraud rankings for each app. Finally, because of the
dynamic nature of chart ranks, evidence linked with
rankings fraud is difficult to find and verify, which leads to
certain implicit fraud patterns of mobile apps being seen as
evidence.
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Ntoulas et al. [11] explored many features of content-based
spam on the Web and offered several heuristic approaches
for content-based spam detection. Zhou et al [14] have
investigated the problem of web ranking spam detection
without surveillance. Specifically, spam and spam detection
methods were proposed with efficient online links.
Spirin et al. [13] have recently presented a web spam
detection survey that provides an extensive list of the
literature ideas and methods. The task of web spam
detection is mostly focused on examination of search engine
ranking factors such as page rank and frequency of query
terms. This is different from the classification of mobile app
fraud detection. The second category is online review spam
detection.
For example, a number of characteristic behaviours of
spammers have been established, by Lim et al.[10] to model
their behaviours to detect spammers. Wu et al.[15] have
investigated the issue of identifying hybrid rating attacks.
The approach suggested is based on semi-controlled
learning and can be utilised for a trustworthy product
recommendation.
Xie et al. [16] examined the problem of spam screening. In
particular, this problem was handled by recognising coanomaly patterns in several time series based reviews. While
some of the procedures above can be used to discover
anomalies in historical rating records, they cannot extract
fraud proof for a certain period of time (i.e., leading
session). Finally, the final category contains studies on the
recommendation for mobile apps.
For example, Yan et al.[17] developed Appjoy, a mobile
recommendation system based upon the user App use
records, to construct a preferential matrix rather than explicit
user evaluations. Shi et al. [12] have also researched
different recommendation models to handle the sparsity
problem in their App Usage Records and has created a
collaborative filtering approach, termed Eigenapp, to
recommend Apps in their Getjar website. Moreover, some
academics have studied the challenge of using the mobile
App suggestion with augmented contextual information.
Zhu et al. [19] offered, for example, a consistent framework
to recommend custom context-aware that can include both
context-independency and dependence. However, none of
the previous research has investigated the topic of
classifying mobile app fraud in the best of our knowledge.

3. RELATED WORK
EXISTING SYSTEM
Spam detection web ranking, spam detection on-line review
and mobile application suggestion The subject of ranking
fraud detection for mobile apps remains underexplored. In
order to overcome this essential gap, we propose to design a
fraud detection system for mobile applications in this paper.
We identify many major issues along these lines. First, fraud
does not always occur throughout an App's life cycle and
hence we must recognise the period when fraud occurs.
Such an issue can be seen as a local anomaly instead of a
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worldwide mobile app anomaly. Secondly, it is difficult to
manually tag classification fraud for each app, given the
enormous quantity of mobile apps, so it is vital to have a
scalable technique to detect fraud rankings without utilising
any benchmark information. Finally, because of the dynamic
nature of chart rankings, the evidence associated with
classification fraud cannot easily be identified and
confirmed, which leads us to discover some implied patterns
of fraud in mobile applications.
DISADVANTAGES
 Problem of ranking fraud detection for mobile
applications.
 A huge number of mobile applications, the ranking
fraud for each application is impossible to identify
manually.
PROPOSED SYSTEM
We first offer a basic but effective algorithm in this project
to determine the leading sessions on the basis of its past
ranking data. Then, with analysing Apps ranking
behaviours, we observe that in every leading session,
fraudulent applications often have various ranking patterns
in comparison with legitimate applications. We are therefore
characterising some indications of fraud from historical
records of Apps and developing three functions for
obtaining such classified evidence of fraud. The ranking
evidence can nevertheless damage the image of App
developers and some lawful marketing strategies, such as
"limited reduction time." As a result, merely ranking-based
proof is not sufficient. Therefore, we suggest two types of
fraud proof based on the history of apps and reviews,
reflecting certain anomalies in the past ratings and reviews
of apps. We also build an unmonitored evidence aggregation
approach for integrating all three sources of information for
the credibility assessment of leading mobile app sessions. It
shows our fraud detection system rankings for mobile
applications. It is worth emphasising that all the evidence is
retrieved through the modelling of Apps' rankings, ratings
and reviews of behaviour. The suggested approach is
scalable and may be developed for the detection of fraud
using additional domain data. Finally, we assess the
approach presented by collecting data from the Apple App
Store for more than two years from the real-world App
Store. Experimental results demonstrate the efficiency of the
proposed method, the scalability and the regularity of the
fraud rankings.
ADVANTAGES
 A singular prospect of this approach is that all the
evidence may be modelled on statistical hypotheses
testing, thus the detection of ranking fraud is easily
expanded through other data from domain knowledge.
 T his Identified ranking evidence, rating-based evidence
and review-based evidence for fraud detection.
SYSTEM DESIGN
In this project, we apply an effective algorithm to detect the
main sessions of each application depending on its previous
rating. Then, by looking at Apps' ranking behaviours, we
find that Apps are usually ranked totally different in each
leading session than in ordinary Apps.
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events[1]. A leading event may occur through an advertising
campaign or so on. This study can be extended to include a
user experience recommendation system.

4. IMPLEMENTATION

Fig 3.1: The Framework of ranking fraud detection system
for mobile Apps
3.1. Identifying Leading Sessions
3.2. We have to analyse the ranking of fraud in mobile app
leaderboards and then offer an easy but effective algorithm
to detect the top sessions of every application depending on
its historical records. After this we observe that in every
leader session the misleading applications frequently have
completely distinct rating patterns compared to standard
applications.
3.3. Ranking based Evidences
The fundamental features of leading occurrences for
obtaining proof of fraud must be analysed. By evaluating the
historical ranking records of the Apps, we discover that
Apps' leading behaviours continually meet a certain ranking
pattern that consists of several ranking phases, such as the
growing phase, sustaining phase and recession. In particular,
in each leading event, an App's position increases initially to
a top place in the leader board, then maintains that high
position for a while and eventually drops to the end of the
event.
3.4. Rating Based Evidences
User rating is one of App promotion's most important
aspects. A higher rating App can be used by many users to
download and even higher on the leader board. Rating
manipulation therefore also represents an important
perspective in the classification of fraud.
3.5. Review Based Evidences
3.6. The App shops allow customers to publish reviews of
a few comments. Such reviews project the personal
impressions and use experiences for certain mobile
applications of existing users. Users examine their historical
reviews before installing or acquiring a new mobile app and
might download them depending on many beneficial
features. Imponents so typically submit faux reviews during
the leading sessions of an app in order to inflate downloads.
3.7. Evidence Aggregation
The paper describes a fraud detection process where
evidence is taken into account and integrated to obtain the
most reliable aggregate result for discovering fraudulent
applications in a mobile market[1]. More generally, the
ranking of fraud occurs in some phases of many major
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Identifying Leading Sessions
Classification fraud generally takes place in leadership
sessions. Therefore, ranking fraud in mobile apps is actually
detected in leading mobile app sessions. In particular, we
offer a simple but powerful technique for identifying each
App's leading sessions based on its past ranking data. Then,
after analysing the behaviour of the Apps rating, we observe
that in each leading session the fraudulent Apps typically
have distinct ranking patterns compared to normal Apps.
Leading Mining Sessions: Two primary measures are taken
for leading mining sessions. First, we need to uncover
important occurrences from the historical records of the app.
Secondly, nearby leading events must be combined to build
leading sessions.
4.1 Ranking Based Evidences
There are various leading events in a leading session. We
should therefore first assess the essential features of major
events for extracting proof of fraud. By analysing the
historical records of the Apps rankings, we can observate
that the rankings of Apps always fulfil a certain
classification pattern, which consists of three distinct
classification phases: the rising phase, maintenance of phase
and recession. In particular, during each leading event, the
ranking for an app first increases to a peak in the leading
board (i.e. rising stage) and then maintains the peak position
for a period (i.e. maintaining phase) and then declines till
the end of the event (i. e., recession phase).
4.2 Rating Based Evidences
The rating evidence is useful for the detection of fraud.
However, it is sometimes not enough to employ merely
rating evidence. Specifically, every user who has
downloaded an app can evaluate it once it has been
published. Indeed, user rating is one of App's most crucial
features. A higher rating app can attract more downloadable
users and can also be placed on the top of the leaderboard.
Rating manipulation is therefore also a key prospect of fraud
ranking. Intuitively, in a leading session when an app has
fraud rank, the ratings over time s could show patterns of
abnormality compared to prior ratings, which could be
utilised to build rating-based proof.
4.3 Review Based Evidences
In addition to rating, users can also post some written
remarks as app reviews in most App stores. Such reviews
may reflect existing users' personal thoughts and use
experiences for mobile apps. Indeed, review manipulation is
one of App fraud's most critical prospects. In particular,
before downloading or buying the new mobile application,
first of all 5 users typically read their history evaluations to
facilitate their decisions and a mobile app may entice
additional users to download. Impostors therefore often post
fake reviews on the lead sessions of a particular app to
inflate downloads of the app and therefore accelerate the
App's years to under-explore the challenge of finding local
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anomalies in leading sessions and capture them as proof of
fraud detection rating.

5. CONCLUSION
This study covers several existing strategies used to detect
online spam connected to the mobile app fraud ranking. We
also saw references for spam detection online review and
recommendations on mobile apps. By taking the leading
mobile app sessions we seek to locate the fraud ranking. The
leading sessions are intended to detect the local App
abnormality. The technique is designed to detect fraud
rankings based on three categories of evidence such as
ranking evidence, rating-based evidence and review-based
evidence. In addition, an optimization-based approach of
aggregation incorporates all three indications of fraud.
We have created a fraud detection solution for mobile
applications. We proved first, in particular, that leading
sessions involved the ranking fraud and offered each App
with its historical ranking records with a way for mining
leading sessions. Then, we identified classification-based
evidence, rating-based evidence and evaluation-based
evidence for fraud detection. In addition, we provided an
optimisation based on an admin verification approach in
order to assess the credibility of leading mobile app
sessions. A unique aspect of this approach is that all
evidence can be model by statistical hypothesis testing, so
that extra data from domain knowledge may be easily
expanded to detect ranking fraud. The administrator can
detect the fraud classification for mobile applications. The
user review or rating submitted by users is calculated
appropriately. A new user who wishes to download an app
for some purpose can therefore obtain a clear perspective of
the applications available. Finally, through comprehensive
testing on real-world app data acquired from the app store,
we validate the suggested system. The efficiency of the
proposed approach was demonstrated by experimental data.
In future, we intend to examine more effective proof of
fraud and analyse the latent relation between ratings,
reviews and rankings. Furthermore, with other mobile app
services such as the recommendation for mobile apps, we
extend our ranking fraud detection approach to enhance user
experience.
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